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Abstract 
This research apply data hiding technique in reversible manner into Android application by means of Histogram 
Shifting with addition maximum and minimum point so that it expected to be capable of hiding high capacity data. 
The extracted image can use again Histogram Shifting reversibel Algorithm. After process of embedding secret data 
the resultant distorsion is relative low. Combining is carried on by scheme of hierarchically segmentation (Quad-
tree Segmentation) which able to hierarchically partition input of the main image into several size of block based on 
various pixel under value of maximal capacity criterion for every block that is partitioned. These blocks is organized 
to be a tree structure for every block that is represented. Moreover the secret data and the partition tree information 
is embeded in blocks of the image where everey blocks are not squeezed. Using the methods which will be 
implemented to the coloured image it is expected the capacity of data insertion will increase significantly.   
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1. Introduction 
 On ths digital era, the digital content can be spread widely in the internet rapidly and easily.  At the same time, 
copy and distribution of digital content can lead to illegal action in the public internet. The owner of copyright on 
digital content has been paying attention to technology of copyright protection. Some experts has provided several 
methods of data hiding technique to insert secret data, copyright information, or trademark into the digital content 
protect or secure the copyright, and only a few slight modification  made on the original content. On some scheme 
of storing data or watermarking, host media who want to protect or to send the secret stored data, possibly meet with 
some distortion of the data and the data can not be transformed back into the original format on the extraction stage. 
No matter how, on the use of sensitive image such as medical image, military remote sensing image, and art work, it 
is important to guarantee that the media can be retrieved to the original shape after the stored data receiving 
treatment over in the case of legal considerations7 . Therefore, a particular technique is needed, a technique which 
capable of hiding data without damage the storing media. 
Steganography is science and art of hiding confidential message in such a way so the existence of the message 
can not be detected by human senses8. Steganography shoud be capable of retrieving the storing media to its original 
form as the confidential message has not been embeded yet, there are many studies concerning steganography 
technique which able to return the storing media to the its original form as it is required. 
2. Architecture of System  
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Figure 1. Circle of  Steganography Process 
According to consideration of image aspect that can be retrieved to its original form as before the image is 
inserted so we use Histogram Shifting method for data embedding.  Furthermore we increase the capacity of 
message hiding that will add the number of maximum and minimum point to be two sets, as described in illustrated 
figure below.  
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Figure  2. Flow chart of Methods Shifting with two set of maximum and minimum points, (a) The Original Image, 
(b) Histogram Shifting, (c) Bit Embedding 
using method of Quad-tree segmentation to reduce bit of storing point minimum in the every block of histogram 
shifting. The more long of x and y the bigger information data that embedded. The combination of two methods can 
bee seen as show by the figure below.   
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Figure 3. Embedding Process Figure 4. Extraction Process 
 
 
On the implementation of this method, we use the coloured image media. The every colour canal (RGB) in image 
has been transformed by Histogram Shifting. Capacity of hiding data (pure payload) will be resulted in one block. 
Capaity ሺܥሻ is calculated as follow: 
ܥ ൌ෍݄ோா஽ሺܽ௜ሻ
ଶ
௜ୀଵ
൅෍݄ீோாாேሺܽ௜ሻ ൅
ଶ
௜ୀଵ
෍݄஻௅௎ாሺܽ௜ሻ
ଶ
௜ୀଵ
 
To connect every block of data that hidden in every colour canal (RGB) and the peak, ܽଵ݀ܽ݊ܽଶ, where resulted by 
Quad-tree segmentation and  Histogram shifting lays on the whole image so it needs information that connect all of 
them. The connection between block and Histogram Shifting for the hidden data with  Histogram Shifting fow bit of 
Quad-Tree Segmentation is showed in the following figure: 
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Figure 5. Connection between Overhead Information 2 and Overhead 1 
 
According to the above figure 5. the amount of bit that is required for next a, next b, the number of b, and Len of 
message bit is 8 bit for each, so the total bit is 32 bits and the left is in accordance with the existing requirement. 
In one block we can calculate the capacity size of the embeded data bit (payload Size) as follow: 
ܲܵሺܫǡ ͳሻ ൌ ෍቎෍ ௝݄൫ ௝ܽ൯ െ ሺ݈݋݃ଶܰ ൅ ݈݋݃ଶܯሻ ൈ෍ ௝݄൫ ௝ܾ൯ െ ͵ʹ
ଶ
௝ୀଵ
ଶ
௝ୀଵ
቏
ଷ
௜ୀଵ
 
And total of bit that can be accommodate in one image shall be as follow: 
ܲܵሺܫሻ ൌ ෍ ܲܵሺܫǡ ݅ሻ
௧௢௧௔௟௕௟௢௞
௜ୀଵ
 
 
The embedding and extraction processes are the develompment of the existing Histogram Shifting method, it can be 
seen in the following flowchart figure 6: 
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Figure 6. Flowchart of Embedding Process on Histogram Shifting.  
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The extraction processes are the develompment of the existing Histogram Shifting method, it can be seen in the 
following flowchart figure 7: 
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and maximum point
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END
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Figure 7. Flowchart of Extracting Process on Histogram Shifting. 
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3. Result 
The message that will be embedded in the testing image can be seen as follow: 
Table 1. Input Message 
Type of input filename The size of bit  
Message - 128 
Data test-1.txt 1024+80 
Data test.rtf 4192+64 
Data test-2.txt 8432+80 
Data test.gif 34080+64 
 
Before carry out embedding process, the program conduct process of Quad-tree Segmentation to the image. The 
result of The Quad-tree Segmentation process are bit maximum and bit structure of Quad-tree Segmentation.  
After Quad-tree Segmentation process we get stucture of Quad-tree, then the input image will be separated or 
segmented. 
Every segmentation of image follows figure 8. structure pattern of Quad-tree   
 
 
Figure 8.  Quad-tree on Image of Lenna 
 
The formation of tree structure on Quad-tree started out with rootor  b (0,1) the size of PayLoad  is calculated 
as follow: 
ܲܵሺܫǡ ͳሻ ൌ෍቎෍݄൫ܽ௜௝൯ െ ሺ݈݋݃ଶܰ ൅ ݈݋݃ଶܯሻ ൈ෍݄൫ܾ௜௝൯ െ ͵͵
ଶ
௝ୀଵ
ଶ
௝ୀଵ
቏
ଷ
௜ୀଵ
 
 
Example : 
ܴ݁݀ ׷ ܽଵሺ݄ܽଵሻǡ ܾଵሺ݄ܾଵሻǡ ܽଶሺ݄ܽଶሻǡ ܾଶሺ݄ܾଶሻ ൌ ʹʹʹሺͶͲʹͳሻǡͷ͸ሺͲሻǡʹʹ͵ሺͶͲ͵Ͳሻǡͷͺሺ͵ሻ 
ܩݎ݁݁݊ ׷ ܽଵሺ݄ܽଵሻǡ ܾଵሺ݄ܾଵሻǡ ܽଶሺ݄ܽଶሻǡ ܾଶሺ݄ܾଶሻ ൌ ͻ͵ሺʹͳͲͶሻǡͳሺͲሻǡͻ͸ሺʹͳͳͶሻǡʹ͵ͶሺͲሻ 
ܤ݈ݑ݁ ׷  ܽଵሺ݄ܽଵሻǡ ܾଵሺ݄ܾଵሻǡ ܽଶሺ݄ܽଶሻǡ ܾଶሺ݄ܾଶሻ ൌ ͹͸ሺ͵ͳ͹ͻሻǡͶͲሺͲሻ 
ܯ ൌ ͷͳʹǡܰ ൌ ͷͳʹ 
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ܲܵሺܫǡ ͳሻ ൌ ሾ݄ሺܽோଵሻ െ ሺ݈݋݃ଶͷͳʹ ൅ ݈݋݃ଶͷͳʹሻ ൈ ݄ሺܾோଵሻ െ ͵͵ሿ ൅ ሾ݄ሺܽோଶሻ െ ሺ݈݋݃ଶͷͳʹ ൅ ݈݋݃ଶͷͳʹሻ ൈ ݄ሺܾோଶሻ െ ͵͵ሿ
൅ ڮ൅ ሾ݄ሺܽ஻ଵሻ െ ሺ݈݋݃ଶͷͳʹ ൅ ݈݋݃ଶͷͳʹሻ ൈ ݄ሺܾ஻ଵሻ െ ͵͵ሿ
൅ ሾ݄ሺܽ஻ଶሻ െ ሺ݈݋݃ଶͷͳʹ ൅ ݈݋݃ଶͷͳʹሻ ൈ ݄ሺܾ஻ଶሻ െ ͵͵ሿ 
ൌ ሾͶͲʹͳ െ ሺͳͺሻ ൈ Ͳ െ ͵͵ሿ ൅ ሾͶͲ͵Ͳ െ ሺͳͺሻ ൈ ͵ െ ͵͵ሿ ൅ ሾʹͳͲͶ െ ሺͳͺሻ ൈ Ͳ െ ͵͵ሿ
൅ ሾʹͳͳͶ െ ሺͳͺሻ ൈ Ͳ െ ͵͵ሿ ൅ ሾ͵ͳ͹ͺ െ ሺͳͺሻ ൈ Ͳ െ ͵͵ሿ ൅ ሾ͵ʹͳͺ െ ሺͳͺሻ ൈ Ͳ െ ͵͵ሿ 
ൌ ͳͺ͵Ͷ͸bit 
 
Moreover the result of b(0,1) is compared to payload total of 4 child that are b(1,1), b(1,2), b(1,3), and b(1,4). If the 
result is bigger then b(0,1) will be separated into 4 parts. Then payload b(1,1) is compared to Payload  total of 4 
child b(1,1), and so on until the level tree = 0. 
After that for the maximum calcuation bit is taken from Payload total in every node leaf of Quad-tree  
Futhermore we continue on image embedding after process of Quad-tree Segmentation using the message listed in 
the Table 1, and make table of result of PSNR and process time of every message that is embedded in image as we 
can see below :  
Table 2.  The Result of PSNR and The Time Process of Embedding Message 
  Message test-1.txt test.rtf test-2.txt test.gif 
Lenna 58,23 dB 
(18 detik) 
58,61 dB 
(18 detik) 
56,24 dB 
(19 detik) 
55,55 dB 
(20 detik) 
50,68 dB 
(27 detik) 
F-16 58,34 dB 
(20 detik) 
27,82 dB 
(20 detik) 
56,77 dB 
(20 detik) 
55,18 dB 
(22 detik) 
50,88 dB 
(30 detik) 
House 59,07 dB 
(18 detik) 
57,81 dB 
(18 detik) 
55,63 dB 
(19 detik) 
55,12 dB 
(19 detik) 
52,22 dB 
(27 detik) 
 
The calculation of MSE as follow  
ܯܵܧ ൌ
σ ሾܫଵሺ݉ǡ ݊ሻ െ ܫଶሺ݉ǡ ݊ሻሿଶெǡே
ܯ ൈ ܰ  
M express the long of Image and N express the width of Image, Total of square of difference in pixel of Image-
Stego(ܫଵሻ with the Image-Original (ܫଶ) divided by the the spacious of  Image resulted in MSE. 
Then the PSNR is calculated as follow: 
ܴܲܵܰ ൌ ͳͲ ଵ଴ ቆ
ሺ͵ ൈ ʹͷͷሻଶ
ܯܵܧ ቇ 
4. Conclusion 
Based on the experiment, the produced application program is capable of embedding text message or data message 
into the image of the .jpg or .jpeg types. The application program  is able to extract the coloured image that has been 
embedded at the first place. In the Histogram Shifting method  the addition to maximum and minimum points is 
feasible. Implementation of Quad-tree Segmentation method on the coloured image can optimize the size of 
Payload. The result of the image stego is categorized as very good because the PSNR average produced from The 
stego image and original image is ൒ ͶͲ݀ܤ. The stego image can be retrieved into the original image that is the 
beginning image before message embedded (reversible). 
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5. Suggestion 
Some suggestions are proposed with the possibility of advance development as follow: 
1. Develop n of maximum and minimum points in the Histogram Shifting method 
2. Adjust the size of message requirement (Payload) to the Quad-tree segmentation in order to accelerate the 
process. 
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